AITSDE

Optimizing Al Deployment in Software
Engineering: A Comprehensive Survey of
Techniques, Challenges, and Practices for

Resource-Constrained Environments

Alireza Rahimipour Anaraki
Islamic Azad University Central Tehran Branch, Department of Computer Engineering, Tehran, Iran,
a.rahimipouranaraki@jiau.ir

Article history: Received 21 Dec. 2024, Revised 15 April 2025, Accepted 22 May 2025.

Abstract-- The rapid proliferation of artificial intelligence (AI) models has transformed numerous domains;
however, their efficient deployment in resource-constrained environments—such as edge and embedded devices—
continues to pose substantial challenges. This survey systematically examines contemporary software engineering
practices designed to optimize and deploy Al models on hardware with limited computational power, memory, and
energy resources. It explores a diverse range of methodologies, including architectural strategies, development
toolchains, testing and validation frameworks, edge-tailored MLOps paradigms, and critical security and privacy
considerations. By synthesizing insights from recent literature, this paper identifies prevailing challenges, highlights
successful approaches, and outlines promising avenues for future research to support robust and scalable Al
integration in pervasive low-resource systems. This comprehensive overview aims to serve as a valuable reference
for researchers and practitioners navigating the complexities of edge Al development.
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1. Introduction
1.1. Background: AI's Transformative Impact on Software Engineering

The advent of artificial intelligence (Al) has catalyzed a profound transformation within the field of software
engineering, fundamentally redefining traditional development practices and offering innovative solutions to long-
standing challenges. This shift is not merely incremental; rather, it represents a comprehensive reimagining of how
software is conceived, developed, and maintained. Al technologies have introduced unprecedented levels of
automation and intelligence throughout the development pipeline, reshaping established methodologies and
workflows.

Al’s substantial impact is evident in areas such as automated code generation, intelligent debugging, predictive
maintenance, and enhanced decision-making processes across the software development lifecycle. These Al-driven
capabilities streamline workflows and improve efficiency, from initial design through to deployment and
maintenance. In recent years, there has been a marked increase in the adoption of Al techniques across these stages,
necessitating a reassessment of the skills required by modern software engineers. This evolution underscores the
growing importance of proficiency with Al tools and a deep understanding of their underlying mechanisms. For
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example, platforms such as ChatGPT and GitHub Copilot are not only facilitating code generation but also shaping
the skill sets and competencies expected of contemporary software engineers.

Recent studies published between 2022 and 2024 have further advanced Al deployment practices, particularly within
resource-constrained and specialized domains such as biomedical systems and embedded edge devices. Several
works have explored novel model optimization strategies, adaptive deployment pipelines, and robust monitoring
frameworks, aligning closely with the objectives of this review (DOI: 10.1016/j.heliyon.2023.¢22427; DOI:
10.1080/07391102.2024.2314752; DOI: 10.1016/j.compbiomed.2024.109326; DOI: 10.1016/j.bspc.2024.106774).
Integrating these recent findings enhances the comprehensiveness and relevance of this survey, providing readers
with an up-to-date perspective on practical deployment challenges and state-of-the-art solutions. Accordingly, this
review synthesizes these new contributions alongside foundational works to deliver a broader and more critical
understanding of Al deployment in software engineering.

1.2. Motivation: The Imperative for AI Optimization in Software Deployment

The increasing complexity and scale of modern Al models necessitate a strong focus on optimization to enable their
efficient deployment within software systems. While Al holds immense potential, its practical realization often
depends on overcoming the challenges associated with integrating these computationally intensive models into
diverse operational environments. A primary challenge stems from the exponential growth of Al models, particularly
large language models (LLMs), which introduce substantial inference-time overheads. These include increased
memory requirements, higher latency, and significant computational costs, collectively making efficient deployment
and serving a formidable task.

Furthermore, there is a growing imperative to deploy Al models directly on resource-constrained edge devices. This
shift is driven by critical needs such as achieving real-time responses, minimizing network latency, ensuring data
privacy through local processing, and reducing reliance on centralized cloud infrastructure. The ability to perform
on-device processing without a constant network connection is a key motivator for edge Al, enabling applications
in scenarios where continuous cloud connectivity is impractical or undesirable. This necessity underscores a critical
gap between the theoretical capabilities of large Al models and their practical applicability in pervasive computing
environments.

A significant observation in the current landscape is the dual nature of Al’s impact on software engineering. On one
hand, Al tools and techniques enhance software engineering processes, improving efficiency through automation
and intelligent assistance. On the other hand, integrating Al capabilities into applications themselves—particularly
when combining Al's inherently probabilistic nature with the deterministic requirements of systems like real-time
operating systems (RTOS)—introduces substantial challenges. This distinction highlights that the evolution of
software engineering is not merely about adopting Al tools to streamline existing workflows; it fundamentally
requires a re-adaptation of methodologies, skill sets, and architectural patterns to reliably design, build, and manage
systems where Al is a core, often resource-intensive, and non-deterministic component. This shift necessitates
changes in educational curricula, industry best practices, and even the definition of a "software engineer" in the Al
era.

Another crucial aspect of this evolving landscape is the role of resource constraint as a primary driver of innovation.
Discussions on TinyML and model compression consistently emphasize "limited resources," "low power," "minimal
memory," and "resource-constrained environments." These are not merely technical hurdles but foundational
motivations for developing specialized optimization techniques and software engineering practices. For example,
the need for on-device inference arises directly from the limitations of cloud-based solutions, particularly in
applications requiring near-instantaneous responses where transmission delays are unacceptable. This imperative
elevates resource constraint from a mere engineering limitation to a fundamental design principle and a powerful
catalyst for innovation. This perspective suggests a focus not only on making Al models smaller but also on making
them smarter and more efficient for specific, highly constrained contexts. It drives advancements in model
architecture, software-hardware co-design, and novel deployment strategies that would otherwise not be prioritized
in cloud-centric Al development.

This strong motivation directly informs the scope of this survey, which concentrates on practical deployment,
runtime monitoring, and operational scaling of Al systems rather than purely theoretical model design.

1.3. Survey Scope and Contributions

This survey focuses specifically on the optimization and deployment of Al models within the context of software
engineering, with a particular emphasis on real-world, resource-constrained environments such as edge devices
and embedded systems. The primary scope encompasses the following key dimensions:

e Deployment Pipelines: Covering model optimization, integration into software systems, and runtime
adaptation.
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e Performance Monitoring: Including techniques for continuous validation, drift detection, and real-time
performance assurance.

e Scalability and Maintainability: Addressing challenges in scaling Al-enabled software systems and
ensuring long-term operational robustness.

e Security and Privacy Considerations: Examining methods to ensure secure and privacy-preserving
deployments.

In this context, the survey does not focus on purely theoretical algorithmic innovations that lack deployment
relevance, nor does it provide exhaustive coverage of Al model training methodologies unrelated to software
integration. The reviewed papers were selected based on their practical implications, contributions to software
engineering practices, and relevance to resource-constrained or edge deployment scenarios. By clarifying this scope,
the survey aims to serve as a focused, practice-oriented guide for both researchers and practitioners navigating the
integration of Al into modern software systems.

1.4. A Taxonomy of AI Deployment in Software Engineering

To provide a more systematic and analytical foundation, this survey introduces a taxonomy that classifies Al
deployment strategies within software engineering. The taxonomy is organized around four primary dimensions:

e Deployment Stages: Including preparation, integration, testing and validation, monitoring, and maintenance
phases. Each stage involves distinct challenges and engineering considerations.

e Infrastructure Levels: Encompassing cloud-centric, hybrid edge-cloud, and fully edge (on-device)
deployments. This dimension highlights the architectural and operational trade-offs inherent in different
deployment contexts.

e Automation and Tooling: Covering manual, semi-automated, and fully automated (MLOps-driven)
approaches. This clarifies the maturity levels of various deployment pipelines and their implications for
scalability and reproducibility.

e Application Domains: Spanning general software applications, real-time control systems, and domain-
specific systems such as biomedical, automotive, and industrial [oT. This dimension underscores domain-
specific constraints and optimization objectives.

This taxonomy facilitates a structured comparison of existing methods and solutions, enabling researchers and
practitioners to better navigate the complex landscape of Al deployment. Figure 1 illustrates the proposed taxonomy
and conceptual framework, integrating these four dimensions and highlighting their interdependencies. This visual
summary provides readers with a high-level overview of the deployment landscape and serves as a guiding map
throughout the review.
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Figure 1- Conceptual framework illustrating a taxonomy of Al deployment in software engineering. The diagram integrates
deployment lifecycle stages, infrastructure levels, automation and tooling maturity, and application domains, providing a high-
level visual summary of the complex deployment landscape.
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2. Core Al Optimization Techniques for Software

The efficient deployment of artificial intelligence (AI) models within software systems—especially in resource-
constrained environments—requires the application of specialized optimization techniques. These methods are
essential for overcoming the substantial computational and memory demands of modern Al models, enabling their
practical integration into diverse applications.

2.1. Model Compression

Deploying large and complex AI models, particularly large language models (LLMs), in real-world software
applications often encounters significant challenges due to their substantial computational and memory footprints.
Model compression techniques provide a crucial solution to enable efficient inference and deployment, especially in
resource-constrained environments such as smartphones and [oT devices. These techniques aim to reduce the size
and complexity of models while striving to maintain—or even enhance—their performance.

The main categories of model compression include pruning, quantization, knowledge distillation, and low-rank
decomposition:

e Pruning: This method involves systematically eliminating redundant or less important connections
(weights) or entire components (neurons, filters) from neural networks. Pruning can be categorized into
unstructured pruning, which removes individual insignificant connections, and structured pruning, which
removes groups of connections or entire layers. Structured pruning is often more hardware-friendly, as it
results in more regular, contiguous memory access patterns. The effectiveness of pruning lies in the
observation that many large neural networks are over-parameterized, meaning not all connections contribute
significantly to the model's performance.

e Quantization: This technique reduces the precision of numerical representations of model weights and
activations, typically from full-precision floating-point (e.g., FP32) to lower-precision formats (e.g., INT8 or
even binary). This significantly decreases memory usage and accelerates inference by allowing operations on
more compact data types, which can be processed more efficiently by specialized hardware. Variations
include Post-Training Quantization (PTQ), applied after a model is fully trained, and Quantization-Aware
Training (QAT), where the quantization process is simulated during training to mitigate accuracy loss.
Quantization can involve weight-only or weight-and-activation quantization, with the latter often yielding
greater compression but requiring more careful calibration.

e Knowledge Distillation: This approach involves transferring the "knowledge" from a large, complex, and
high-performing "teacher" model to a smaller, simpler "student" model. The student model learns to mimic
the teacher's outputs, often achieving comparable performance with a significantly reduced size and
computational cost. This is typically achieved by training the student model not only on the ground truth
labels but also on the "soft targets" (probability distributions) generated by the teacher model, thereby
leveraging the teacher's learned representations and generalization capabilities.

Low-Rank Decomposition: This method leverages matrix or tensor decomposition techniques to identify and
exploit redundancy in the weight matrices of neural networks. By breaking down large weight matrices into smaller,
lower-rank matrices, it effectively reduces the number of parameters and computational operations. This technique
is particularly effective in reducing the computational complexity of fully connected layers in deep neural networks.

Improvements in inference speed and memory or energy efficiency often come at the cost of slight, but usually
acceptable, reductions in accuracy. The choice of a compression technique depends heavily on application
requirements, available hardware, and acceptable performance compromises.

A critical observation is that model compression serves as a foundational enabler rather than merely an optimization
tool. Although the term "optimization" suggests enhancing existing performance, evidence consistently shows that
compression techniques directly enable the deployment of Al models on resource-constrained devices. Without these
techniques, many state-of-the-art models would be too large or computationally intensive to run on target hardware.
Thus, compression is evolving from a post-training step into a fundamental requirement for the viability of Al in
pervasive and embedded computing. This shift implies that "compressibility" and "efficiency" must be treated as
first-class design principles from the outset, rather than as afterthoughts. Consequently, there is a growing need for
tighter integration between model design and deployment environments, encouraging co-design approaches that
jointly consider algorithmic and hardware constraints from the early stages of development.

2.2. Machine Learning Operations (MLOps) for Lifecycle Management

Machine Learning Operations (MLOps) is a critical discipline that extends DevOps principles to the machine
learning lifecycle. It is defined as a set of best practices combining machine learning, data engineering, and traditional
DevOps to streamline and automate the end-to-end ML lifecycle. This holistic approach is essential for transitioning
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Al models from experimental development to robust, scalable, and reliable production environments. The rapid
growth of this field is evident in the global MLOps market, which was valued at USD 1.7 billion in 2024,
underscoring the increasing demand for efficient deployment and management of machine learning models across
various industries.

Table 1- Comparison of Al Model Compression Techniques

Technique | Mechanism/P | Target Impact on | Impact Potential Key Key
rinciple Model Size | on Accuracy Advantages Limitations/Chal
Reduction Inference | Trade-off lenges
Speed
Pruning Eliminates Weights, High Significan | Minimal to | Reduces Requires
redundant Neurons, t Moderate FLOPs, can | specialized
connections/n | Layers lead to sparse | software/hardwar
eurons models e for unstructured
pruning, iterative
process
Quantizatio | Reduces Weights, High Significan | Minimal to | Reduces Calibration data
n numerical Activations t Moderate memory needed, potential
precision  of footprint, for accuracy
weights/activa faster integer | degradation,
tions arithmetic hardware
compatibility
Knowledge | Transfers Overall Moderate to | Significan | Minimal Improves Requires a well-
Distillation | knowledge Architecture | High t student performing
from large model's teacher  model,
teacher to generalization | training
small student complexity
Low-Rank Decomposes Weights Moderate Moderate | Minimal Reduces Can be less
Decomposit | weight (matrices) parameters effective for
ion matrices into and highly complex
smaller ones computational | models,
operations computational
overhead for
decomposition

The core benefits of adopting MLOps practices are multifaceted:

e Improved Collaboration: MLOps bridges the historical gap between data scientists, ML engineers, and
IT operations teams, fostering seamless communication and shared responsibility throughout the Al product
development lifecycle. This collaborative environment minimizes misunderstandings and inefficiencies,
which often arise when teams operate in silos.

e Automation and Efficiency: By standardizing and automating processes across the Al lifecycle, MLOps
significantly streamlines deployment, monitoring, and management tasks. This automation reduces manual
intervention, accelerates development cycles, and ensures consistent and repeatable operations, effectively
putting Al development programs on autopilot.

e  Scalability and Reproducibility: MLOps provides the necessary framework to build and run reliable,
scalable, and reproducible ML models. It ensures that Al solutions can handle growing volumes of data and
increasing user demands without compromising performance, while also enabling consistent and verifiable
results crucial for trust and compliance.

e Continuous Monitoring and Retraining: Al models are susceptible to degradation over time due to
changes in data patterns (data drift) or external factors. MLOps provides the infrastructure to automate
continuous monitoring of model performance (e.g., accuracy, precision, recall) and facilitates timely
retraining and updating of models to maintain their effectiveness and relevance. This continuous feedback
loop is vital for ensuring models remain aligned with organizational goals and business objectives.

o Faster Time-to-Market: The integration of Continuous Integration (CI) and Continuous Delivery (CD)
pipelines within MLOps accelerates the deployment process, enabling faster iteration and improvement of
Al solutions and reducing the time from model development to production. This allows organizations to
respond more quickly to evolving market conditions and user behavior.
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The MLOps lifecycle typically encompasses several phases: data collection and preprocessing, feature engineering,
model training and experimentation, model deployment, and continuous monitoring and maintenance. CI/CD
pipelines play a central role in automating transitions between these phases, ensuring efficient and reliable updates
while promoting seamless integration. Overall, MLOps focuses on comprehensive lifecycle management for ML
models, covering data preparation, training, hyperparameter tuning, validation, and predictive maintenance,
ultimately supporting scalable and maintainable Al deployments.

2.3. TinyML and Edge AI: Optimizing for Resource-Constrained Environments

TinyML represents a cutting-edge and rapidly growing field that extends the power of machine learning (ML) to
highly performance- and power-constrained tiny devices and embedded systems. This paradigm enables
sophisticated Al capabilities to run directly on devices with minimal processor and memory resources, often
operating on power budgets measured in milliwatts. The field is characterized by innovations in hardware,
algorithms, and software that allow on-device sensor data analytics (e.g., vision, audio, inertial measurement units,
biomedical signals) at extremely low power, enabling various always-on use cases.

The primary motivation behind TinyML and the broader concept of Edge Al—which involves deploying Al
algorithms on edge devices for local processing—is the need to process data without relying on a constant network
connection. This approach significantly reduces transmission delays, enables near-instantaneous response times, and
addresses growing concerns regarding data privacy by keeping sensitive information closer to its source. Edge Al
offers a robust solution in scenarios where devices cannot rely on the cloud for data processing, such as environments
with intermittent connectivity or strict latency requirements.

The successful deployment of Al on edge devices is often conceptualized through an "optimization triad," which
includes:

e Data Optimization: Techniques such as data cleaning, compression, and augmentation are applied to
make data more suitable for edge deployment, minimizing the data footprint and processing requirements
on resource-limited devices. This ensures that the limited memory and computational power of edge devices
are utilized efficiently.

e Model Optimization: This involves the application of model compression methods (as discussed in
Section 2.1), including pruning, quantization, and knowledge distillation, to reduce model size and
computational complexity, making them suitable for constrained environments.

e System Optimization: This dimension focuses on leveraging framework support and hardware
acceleration (e.g., specialized Al chips, FPGAs, ASICs) to accelerate edge Al workflows and maximize
throughput and energy efficiency. This includes optimizing the software stack, runtime environments, and
integrating with purpose-built hardware.

The synergy between MLOps and Edge Al is critical for unlocking the full potential of on-device intelligence.
MLOps is explicitly defined by its focus on scalability, reliability, and continuous improvement of ML models in
production environments. Concurrently, TinyML and Edge Al face significant challenges related to hardware
heterogeneity, lack of standardization, and the difficulty of scaling deployments across thousands or even millions
of diverse devices. Integrating MLOps principles—such as Continuous Integration and Continuous Delivery
(CI/CD), robust monitoring, and systematic versioning—is essential for overcoming these inherent complexities in
distributed edge deployments. Without robust, edge-specific MLOps practices, the promise of scalable Edge Al
remains largely unrealized, leading to integration bottlenecks, severe model drift issues, and prohibitively high
operational costs, particularly for smaller businesses and startups.This underscores "Edge MLOps" as an emerging
and vital sub-discipline within both Al and software engineering, requiring specialized tools and methodologies to
manage the entire lifecycle of Al models on distributed, resource-constrained devices.

2.4. Comparative Analysis of AI Deployment Techniques

While numerous optimization and deployment techniques have been proposed, it is essential to critically evaluate
their relative strengths, weaknesses, and trade-offs to inform practical adoption. Table X summarizes the key
comparative aspects of prominent approaches.

Strengths and Weaknesses: Techniques such as pruning and quantization offer substantial improvements in
efficiency and resource utilization but may introduce accuracy degradation or require specialized hardware support.
Knowledge distillation enables smaller models to inherit capabilities from larger models; however, its effectiveness
depends heavily on the quality of the teacher model. Trade-offs: There is an inherent balance between performance,
accuracy, energy consumption, and deployment complexity. For example, aggressive compression techniques can
reduce energy consumption but may hinder generalization. Similarly, real-time on-device inference improves latency
and responsiveness but introduces challenges in continuous monitoring and updateability. Applicability: The choice
of technique often depends on the specific application domain and hardware constraints. Methods suited for high-
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assurance systems (e.g., safety-critical applications) may not be optimal for consumer-grade products that prioritize
minimal latency and lower hardware costs.

By explicitly presenting these trade-offs, this analysis aims to provide software engineers and Al practitioners with
a clear, structured decision-making framework when selecting deployment strategies.

3. Key Challenges in Optimized Al Software Deployment

The deployment of optimized AI models within software systems—especially in resource-constrained
environments—presents a unique set of challenges. These obstacles span technical limitations, data management
complexities, integration difficulties, demanding performance requirements, and critical security and privacy
concerns. A clear understanding of these challenges is essential for developing effective mitigation strategies and
advancing the field of Al deployment.

Table 2- Comparative Analysis of Core Al Deployment Techniques — Strengths, Weaknesses, Trade-offs, and
Application Suitability

Suitable Main Trade-offs Weaknesses Strengths Technique
Applications
Mobile devices, Efficiency vs. May reduce High efficiency, Pruning
IoT accuracy accuracy, iterative | reduces FLOPs
Edge devices, real- | Precision vs. Accuracy loss Memory and speed | Quantization
time inference simplicity possible, hardware | improvements
support needed

Embedded Size vs. Depends on teacher | Small model with Knowledge
systems, safety- performance quality high performance Distillation
critical
Specialized Simplicity vs. | Limited for highly | Parameter Low-Rank
industrial devices expressiveness complex models reduction Decomposition

3.1. Resource Limitations (Computational, Memory, Energy)

The deployment of Al models—particularly in TinyML and edge computing contexts—is fundamentally constrained
by severe hardware limitations. Edge devices typically possess extremely limited energy resources, minimal memory
(often measured in kilobytes rather than gigabytes), and restricted computational capabilities (operating at megahertz
rather than gigahertz) compared to cloud-based infrastructures. These constraints create significant barriers to
deploying sophisticated machine learning models that demand substantial computational power and memory
bandwidth.

Specific issues arising from these constraints include:

e Catastrophic Forgetting: Limited memory in TinyML devices can lead to models forgetting previously
learned information when acquiring new data. This phenomenon can be a significant concern in resource-
constrained settings, as it complicates continuous learning and adaptation, which are often desired in
dynamic edge environments.

e SRAM Volatility: The primary memory (SRAM) in Microcontroller Units (MCUs) is volatile, meaning
any training progress is lost upon power off or reset. This characteristic complicates on-device retraining
or fine-tuning, as models often need to be entirely retrained or partially loaded into non-volatile flash
memory as frozen graphs, limiting their adaptability.

e Dynamic Resource Allocation: Managing and allocating resources dynamically on devices with low
memory, processing power, and energy is a significant challenge. Ensuring efficient use of these scarce
resources while maintaining performance requires sophisticated runtime management and optimization
algorithms.

Furthermore, power consumption during Al inference is a critical factor, particularly given the long operational
lifetimes required in many edge Al applications. Selecting the optimal hardware architecture—such as FPGA, ASIC,
or GPU—is far from trivial, as different architectures exhibit distinct energy efficiencies and performance
characteristics. For example, FPGA and ASIC platforms often offer significantly higher energy efficiency compared
to GPU-based systems when performing inference tasks. Consequently, hardware selection becomes a crucial
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optimization decision that directly impacts the feasibility and effectiveness of deploying Al models in resource-
constrained environments.

3.2. Data Management and Quality Issues

The performance and reliability of Al systems are intrinsically tied to the quality and quantity of data used for training
and validation. In software engineering contexts, acquiring high-quality and relevant data is particularly challenging
due to the diverse, complex, and often unstructured nature of software artifacts and operational processes.

Key data-related challenges include:

e Data Quality: Issues such as noise, inconsistency, incompleteness, and bias in datasets can significantly
impair Al models, leading to unreliable predictions and recommendations. These quality issues can stem
from various sources, including sensor errors, human annotation mistakes, or inherent biases in the data
collection process.

e Data Availability and Access: Proprictary constraints, stringent regulatory requirements, and privacy
concerns often limit access to essential datasets, hindering the development of robust Al solutions. This is
especially true for sensitive domains like healthcare or finance, where data sharing is heavily restricted.

e Data Collection and Curation for Edge AI: For deep learning models, large datasets (thousands or tens
of thousands of samples) are typically required. Collecting, cleaning, and curating this data from diverse
and often real-time sources on edge devices (e.g., sensors) presents significant logistical and technical
challenges. This often involves deploying sensors to the field, transmitting raw data, and then performing
extract, transform, load (ETL) processes to prepare the data for consumption by ML pipelines. Ensuring
data integrity and representativeness in these distributed environments is complex.

3.3. Integration, Heterogeneity, and Scalability

Integrating Al technologies into existing software engineering workflows presents significant technical complexities.
Legacy systems—often not designed to accommodate Al components—can lead to compatibility issues and
necessitate substantial re-engineering efforts, resulting in increased development overhead and deployment delays.

The inherent heterogeneity of TinyML systems, particularly across diverse hardware platforms (e.g.,
microcontrollers, FPGAs, ASICs) and varying communication protocols, presents a considerable barrier to
widespread industrial adoption, where standardization and scalability are paramount. This lack of uniformity
complicates development, deployment, and maintenance, as solutions often need to be custom-tailored for specific
device configurations.

Scalability remains a major obstacle, especially for smaller businesses and startups. While these organizations may
initiate Al projects at a small scale, scaling up to meet increased demand is challenging without sufficient automation,
robust infrastructure, and scalable data pipelines. Managing growing data volumes can lead to performance
bottlenecks, data silos, and prolonged model training times, ultimately rendering Al implementations ineffective or
unsustainable as projects expand.

3.4. Performance, Latency, and Real-time Requirements

Many critical Al applications—particularly in industrial IoT, autonomous systems, and real-time control—demand
near-instantaneous response times. Traditional cloud-based inference solutions, with their inherent transmission
delays, are often inadequate for these scenarios, necessitating on-device inference. Real-time responses are especially
crucial in safety-critical applications.

A significant challenge arises from combining the inherently probabilistic nature of Al with the deterministic and
low-latency requirements of real-time operating systems (RTOS). Ensuring predictable performance and maintaining
low-latency Al inference without compromising the deterministic behavior of the underlying system is complex.
This requires the careful design of hybrid AI-RTOS architectures and specialized techniques for resource
management and scheduling.

Performance consistently ranks among the top concerns for engineering leaders, with 51% prioritizing it in edge Al
deployments. In applications such as autonomous drones navigating battlefield environments or industrial sensors
detecting and mitigating failures on factory floors, even a millisecond of delay can lead to critical failures,
underscoring the stringent demands for real-time responsiveness.

3.5. Security, Privacy, and Trustworthiness

The integration of Al into software systems introduces a complex set of security and privacy challenges. These
include concerns about algorithmic bias, ensuring legal and regulatory compliance (e.g., GDPR), and mitigating
novel security vulnerabilities arising from the probabilistic and data-driven nature of Al. Even with the use of
explainable AI (XAI) techniques, fully understanding and validating Al system outputs remains challenging.
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The distributed architecture of edge computing, while beneficial in many respects, simultaneously increases
vulnerability to data breaches and diverse attack vectors. Limited resources and the heterogeneous nature of edge
devices complicate timely security patching and robust protection mechanisms. Constraints such as restricted
memory, battery power, and diverse communication protocols further hinder the implementation of traditional
security measures on edge devices.

Data privacy is critically important, especially when dealing with sensitive information. Deploying Al models for
local processing on edge devices can reduce risks of data leakage during transmission to centralized servers,
addressing key privacy concerns. However, this approach shifts the security burden to the device itself, requiring
robust on-device protection mechanisms.

Ultimately, the development of comprehensive frameworks is essential to mitigate these risks and ensure the overall
reliability and trustworthiness of deployed AI models, particularly in safety-critical applications. The lack of
standardized testing and evaluation procedures for systems with embedded ML components remains a significant
source of uncertainty and risk.

A critical observation is the interconnectedness of technical and non-technical challenges. While resource limitations
(computational power, memory, energy) are technical in nature, many other issues—such as data quality, integration
with legacy systems, scalability, and especially security and privacy—have strong organizational, ethical, and
governance dimensions. For instance, data quality challenges extend beyond technical noise to include proprietary
constraints and regulatory privacy requirements. Similarly, securing Al on heterogeneous edge devices is
complicated not only by technical limitations but also by the difficulty of ensuring consistent patching and
compliance across diverse hardware.

These observations suggest that optimizing Al deployment in software engineering is not a purely technical problem
solvable solely by algorithms or code. It requires a holistic and multidisciplinary approach that integrates technical
solutions with robust data governance frameworks, ethical guidelines, legal compliance, and effective cross-
functional collaboration within organizations. In this context, "software engineering" expands beyond traditional
coding to encompass broader system design, organizational processes, and regulatory adherence, highlighting the
socio-technical nature of Al deployment.

Another important consideration is the exacerbation of the "black box" problem in resource-constrained settings.
The inherent opacity of many deep learning models already poses challenges for traditional testing, evaluation, and
verification and validation (V&V) processes. When these models are deployed on resource-constrained embedded
systems, the difficulty of debugging and understanding unexpected failures is amplified due to limited observability,
reduced logging capabilities, and practical constraints in accessing remote or deeply embedded devices. This
significantly increases uncertainty and risk, especially in high-consequence applications where Al failures can have
severe repercussions.

These challenges underscore the urgent need for advancements in XAl techniques that can operate effectively within
constrained environments, as well as for robust V&V methodologies tailored for embedded Al The focus is not
merely on whether the Al model performs as intended but also on understanding why it behaves in certain ways (or
fails), and how to ensure its trustworthiness and safety in safety-critical, resource-limited contexts.

Table 3 provides a comprehensive overview of these key challenges and their potential mitigation strategies.
4. Software Engineering Practices for Efficient AI Deployment

The effective deployment of AI models, particularly in resource-constrained environments, transcends mere
algorithmic optimization. It fundamentally relies on the adoption and adaptation of robust software engineering
practices throughout the entire Al system lifecycle. These practices ensure not only performance and efficiency but
also reliability, maintainability, and security.

4.1. Al-Integrated Software Development Lifecycle (SDLC)

The integration of Al capabilities requires a significant evolution of the traditional Software Development Lifecycle
(SDLC), moving beyond conventional paradigms to accommodate the unique characteristics of Al and ML models.
This involves adapting existing phases and introducing new ones to manage the complexities inherent in data-driven
systems, iterative model development, and continuous learning.

Unlike traditional software, ML projects follow an iterative and cyclical flow, encompassing continuous data
collection, cleaning, feature extraction, model training, and deployment. Al models demand ongoing monitoring and
potential retraining due to data drift (changes in data patterns) or evolving operational environments. This continuous
feedback loop transforms the SDLC from a linear development process into a more circular, adaptive one.
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Table 3- Key Challenges and Mitigation Strategies for Optimized Al Software Deployment

Challenge Specific Problem Impact on AI Deployment Proposed Mitigation
Category Strategy/Solution
Resource Limited Memory | Hinders sophisticated models, | Model Compression (Pruning,
Limitations (Catastrophic Forgetting, | limits on-device | Quantization),  Efficient =~ Model
SRAM volatility) learning/adaptation Design, Hardware-Software  Co-
design
Limited Computational | Slow inference, high latency Model  Compression,  Hardware
Power Acceleration  (FPGAs,  ASICs),
Optimized Runtime Frameworks
High Energy Consumption Reduced battery life, | Quantization, Energy-aware Model
increased operational costs Design, Dynamic Energy
Management, Hardware Optimization
Data Data Quality (Noise, | Unreliable predictions, | Rigorous Data Governance,
Management Inconsistency, Bias) degraded model performance | Standardized Collection, Data
Augmentation, Synthetic ~ Data
Generation
Data Availability/Access Hinders robust AI solution | Data Sharing Agreements, Federated
development Learning, Privacy-Preserving
Techniques
Integration & | Legacy System Integration Compatibility issues, | Modular Design Principles, Hybrid
Scalability substantial re-engineering | Architectures, Containerization
efforts
Heterogeneity of  Edge | Complicates  development, | Unified Standards, Platform-agnostic
Devices deployment, and maintenance | Frameworks, Containerization
Scaling Al Initiatives Deployment bottlenecks, high | MLOps CI/CD Pipelines, Automated
operational costs for small | Toolchains, Cloud-Native
firms Architectures
Performance & | Real-time Latency | Inadequate for critical | On-device  Inference, = Hardware
Latency Requirements applications (e.g., autonomous | Acceleration, Optimized AI-RTOS
systems) Architectures
Probabilistic Al in | Unpredictable behavior, | Hybrid ~AI-RTOS  Architectures,
Deterministic Systems difficulty in ensuring safety Formal Verification Methods
Security & | Algorithmic Bias Unfair or discriminatory | Bias Detection & Mitigation, Ethical
Privacy outcomes, legal/ethical | Al Guidelines, Explainable Al (XAI)
concerns
Data Leakage/Privacy | Compromised sensitive | Local Processing (Edge Al), Federated
Breaches information, regulatory non- | Learning, Blockchain-Based Data
compliance Provenance, Data Encryption
Security Vulnerabilities | Attack vectors, difficult patch | Lightweight Security Protocols, Al-
(Distributed Edge) management driven Threat Detection, Secure Boot,
Firmware Updates
Trustworthiness "Black Box" Nature of Al Difficulty in explanation, | Explainable Al (XAI), Neuro-
verification, and validation Symbolic Al, Robust V&amp;V
Methodologies
Lack of Consensus on | Significant uncertainty and | Red-Teaming Methodologies,
Testing risk in  high-consequence | Representative Datasets, Continuous
applications Monitoring

Applying DevOps principles to machine learning—formalized as MLOps—is crucial for establishing a robust and
repeatable process for Continuous Integration (CI) and Continuous Delivery (CD) of ML models. MLOps spans the
entire lifecycle, from code changes to model deployment, enabling efficient and reliable updates while minimizing
manual intervention. This facilitates faster and more frequent model updates, ensuring alignment with dynamic

business needs.
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A foundational aspect of this adapted SDLC is the emphasis on standardized data collection, rigorous data curation,
and robust data governance frameworks. These practices ensure data integrity, accessibility, and quality throughout
the model lifecycle, directly impacting model performance and reliability. Data preparation—including cleaning,
transformation, and validation—is a critical early step, often supported by automated ETL (Extract, Transform,
Load) pipelines. The quality and representativeness of data are paramount, as they directly influence model accuracy
and generalizability in deployment.

4.2. Architectural Patterns for Edge/Embedded Al Systems

Designing software architectures for Al deployment—particularly on resource-constrained edge and embedded
systems—requires specialized patterns that address performance limitations and strict operational requirements.
Architectural choices greatly influence system efficiency, scalability, and the ability to meet real-time demands.

A key architectural shift involves moving from predominantly cloud-centric Al to edge computing, where processing
occurs closer to the data source. This reduces transmission delays and enables near-instantaneous responses, making
it suitable for latency-sensitive applications. Edge Al refers to Al algorithms deployed locally on devices, allowing
them to operate even without a network connection.

Hardware-Software Co-design is a critical pattern, especially for high-performance, low-power edge Al applications.
This approach strategically offloads intensive Al processing tasks to specialized hardware components such as Field-
Programmable Gate Arrays (FPGAs) and Application-Specific Integrated Circuits (ASICs). FPGAs offer flexibility
for runtime modifications, while ASICs provide superior power efficiency. Co-design maximizes efficiency by
tailoring software algorithms to specific hardware capabilities, enhancing real-time processing and minimizing
latency.

Hybrid IT approaches are also gaining traction, combining the strengths of edge Al with cloud infrastructures. This
pattern allows organizations to tailor IT strategies to operational needs, maintaining scalability while complying with
data sovereignty regulations. Sensitive data remains local, while the cloud is leveraged for model training and
complex analytics, with inference performed at the edge.

The "optimization triad"—encompassing data, model, and system—serves as a conceptual framework for designing
integrated edge Al solutions. This perspective promotes unified standards and best practices to address the interplay
among data characteristics, model efficiency, and system-level constraints.

An important observation is the shift from "software development" to "system engineering for AL" Evidence
indicates that the traditional SDLC is insufficient for Al systems, particularly embedded Al. Discussions emphasize
the need to adapt SDLC processes to include explicit requirements for ML, comprehensive data planning, and critical
hardware-software co-design. The focus on "human-systems engineering principles" and multidisciplinary
collaboration further supports a holistic system-level approach rather than pure software logic.

This evolution implies that software engineers working with Al—especially in resource-constrained or real-time
environments—must adopt a broader system engineering mindset. This requires a deep understanding of hardware
capabilities, data properties, and the intricate interactions between Al models and their operational context. It marks
a paradigm shift, expanding the engineer's role from software logic to the design and management of entire socio-
technical systems, highlighting the importance of cross-disciplinary skills and a comprehensive lifecycle perspective.

4.3. Testing, Validation, and Verification of AI Models in Software

Ensuring the reliability and trustworthiness of Al-integrated systems—particularly in high-consequence
applications—requires rigorous testing, evaluation, verification (V), and validation (V) processes. Unlike traditional
deterministic software, systems with embedded Al rely on probabilistic reasoning, which can fail in unexpected
ways. This makes V&V especially challenging.

The "black box" nature of many deep learning models, where predictions are difficult to interpret, further complicates
V&V processes. This opacity makes it challenging to identify the underlying reasons for system failures, especially
in edge cases or rare operational scenarios.

Key aspects of robust V&V for Al models in software include:

e  Properties to Verify/Validate: V&amp;V efforts should focus on ensuring properties such as robustness
(how well the model handles variations and out-of-distribution data), correctness (does it perform as
expected according to specifications), reachability, and interval properties (ensuring model behavior
remains within defined bounds).

e Approaches: Employ a combination of search-based methods, constraint solving, over-approximation
techniques, and global optimization strategies to thoroughly test Al model behavior. These methods aim to
explore the model's decision space comprehensively and identify potential failure modes.
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e Data Considerations: Emphasize the critical importance of using representative datasets for both training
and evaluation. Rigorous review of data partitioning is necessary to avoid biases (temporal, spatial, and
generalization) that could lead to skewed performance metrics. Data used for training and evaluation needs
to be representative of the domain where the model will be deployed. Additionally, data should be well-
documented, including its source and any known limitations, often following methodologies like
"Datasheets for Datasets".

e Continuous Model Monitoring: Post-deployment, continuous monitoring of key metrics such as
prediction accuracy, precision, recall, and detection of data drift is crucial to ensure sustained performance
and trigger necessary retraining. This monitoring provides real-time insights into model health and
performance in dynamic operational environments.

The complexity of V&amp; V for Al systems underscores the need for multidisciplinary teams and the development
of a new Al maintenance workforce dedicated to quality assurance of both underlying data and models throughout
their lifecycle. This specialized workforce would be responsible for tasks such as data curation, model re-validation,
and addressing issues like model degradation over time.

4.4. Toolchains and Frameworks for Optimized AI Deployment

The efficient and reliable deployment of Al models—especially on edge and embedded systems—relies heavily on
the availability and effective utilization of specialized toolchains and frameworks. These tools automate complex
tasks, manage dependencies, and facilitate the entire lifecycle from development to production.

Containerization technologies, such as Docker and Kubernetes, play a pivotal role in enhancing the portability and
scalability of Al models. They enable seamless deployment and updates across diverse edge devices and cloud
infrastructures, ensuring consistent execution environments regardless of underlying hardware or operating systems.
This abstraction simplifies deployment and mitigates compatibility issues.

MLOps tools are indispensable for managing the entire Al lifecycle. Examples include MLflow for experiment
tracking and model registry; Jenkins and GitHub Actions for CI/CD workflows; Docker for containerization;
Kubernetes and Helm charts for deployment orchestration; and Prometheus and Grafana for performance monitoring
and alerting. These tools automate and optimize various stages from development to production, bridging the gap
between data science and operational teams. When combined, they form a comprehensive framework supporting the
entire ML lifecycle.

There is an urgent need for automated toolchains specifically designed for edge Al as these can significantly reduce
deployment times by as much as 73% compared to traditional approaches. Such tools streamline complex aspects of
edge model optimization and deployment while allowing for deep customization required by specialized use cases.
However, current practices often involve building and integrating MLOps pipelines from disparate tools, requiring
specialized data and software engineering expertise. This fragmentation can lead to inefficiencies, integration
bottlenecks, and extended project timelines.

A significant observation is that the "automated toolchain" acts both as a bottleneck and an enabler. While MLOps
emphasizes automation and CI/CD as core tenets, many sources highlight the lack of adequate automation and robust
infrastructure as major challenges, particularly when scaling Al initiatives. The urgent need for streamlined
toolchains underscores a critical gap between the theoretical benefits of MLOps and its practical, widespread
adoption.

This indicates a critical bottleneck in the current ecosystem for optimized Al deployment. The development of more
comprehensive, user-friendly, and highly integrated toolchains that abstract away underlying complexities (e.g.,
heterogeneous hardware, varied data formats, complex MLOps orchestration) is crucial for enabling broader
adoption and realizing the full potential of optimized Al in software. This represents an active and important area
for research and development in software engineering, aimed at democratizing efficient Al deployment beyond
specialized teams.

Table 4 provides an overview of essential software engineering practices for optimized Al deployment.
5. Conclusions and Future Directions

The integration of artificial intelligence into software engineering represents a profound transformation, moving
beyond mere augmentation to fundamentally redefine development practices and system architectures. This survey
has underscored the critical importance of Al optimization, particularly for deployment in resource-constrained
environments such as edge devices and embedded systems. Achieving efficient and reliable Al deployment is a
multifaceted challenge that requires a holistic approach, combining advanced Al techniques with robust software
engineering methodologies.
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Model compression techniques—including pruning, quantization, knowledge distillation, and low-rank
decomposition—are not merely performance enhancements but foundational enablers for deploying sophisticated
Al models on devices with limited computational, memory, and energy resources. Without these methods, the
practical realization of many state-of-the-art Al applications in pervasive computing environments would be
infeasible. This necessitates a paradigm shift in AI model design, where efficiency and compressibility are treated
as first-class design principles from the outset, fostering a tighter coupling between Al research and hardware

capabilities.

Table 4- Overview of Software Engineering Practices for Optimized Al Deployment

Practice Area Specific Practice Description/Key Activities Benefits for AI Deployment
Lifecycle MLOps CI/CD | Automating end-to-end ML lifecycle: | Faster/more frequent model updates,
Management Pipelines data ingestion, training, testing, | reproducibility, reduced manual
deployment, and monitoring. errors, and scalability.
Data Governance & | Establishing frameworks for data | Reliable models, compliance, reduced
Curation quality, accessibility, privacy, and | bias, and efficient resource use.
lifecycle management.
Architectural Hardware-Software Jointly designing Al models and | Enhanced real-time performance,
Design Co-design specialized hardware (FPGAs, ASICs) | low-latency operations, and energy
for optimal performance. efficiency.
Hybrid Edge-Cloud | Distributing Al processing between | Scalability, data sovereignty, reduced
Architectures edge devices and cloud infrastructure. | latency, optimized resource
utilization.
Optimization  Triad | Systematic approach to optimize data, | Integrated solutions, unified
Application model, and system for edge Al standards,  holistic ~ performance
improvement.
Quality Verification & | Rigorous testing of Al models for | Trustworthiness, safety in high-
Assurance Validation robustness, correctness, and failure | consequence  applications,  and
(V&amp;V) modes. understanding model limitations.
Continuous ~ Model | Tracking deployed model performance | Early detection of degradation, timely
Monitoring (accuracy, drift) and health inreal-time. | retraining, and sustained
performance.
Tooling & | Containerization Packaging Al models and dependencies | Portability, scalability, consistent
Infrastructure (Docker, Kubernetes) | into portable, isolated units. environments, and simplified
deployment.
Automated Edge Al | Integrated platforms for streamlining | Reduced time-to-market, simplified
Toolchains edge model optimization and | complex workflows, and
deployment. democratized deployment.

Machine Learning Operations (MLOps) emerges as an indispensable orchestrator for managing the Al lifecycle,
extending DevOps principles to ensure scalability, reproducibility, and continuous improvement. In the context of
Edge AI, MLOps provides the structured framework required to address challenges related to heterogeneity,
distributed deployments, and the continuous monitoring and retraining needed to combat model degradation. The
absence of robust Edge MLOps practices can lead to significant integration bottlenecks, severe model drift, and
prohibitively high operational costs—particularly for smaller organizations.

The deployment of optimized Al models faces a complex interplay of challenges. These include severe resource
limitations (computational power, memory, energy), critical data management and quality issues (bias, availability,
curation), and significant hurdles in integration, heterogeneity, and scalability. Moreover, ensuring real-time
performance and low-latency responses—especially when combining probabilistic Al with deterministic real-time
systems—adds further complexity. Security, privacy, and trustworthiness concerns are exacerbated by the "black
box" nature of many AI models and the distributed nature of edge deployments, demanding robust solutions and
rigorous validation. These challenges are not purely technical; they possess strong organizational, ethical, and
governance dimensions, requiring multidisciplinary solutions.

Effective software engineering practices are pivotal to overcoming these challenges. The Al-integrated SDLC must
be adaptive and iterative, incorporating continuous data management, model training, and performance monitoring.
Architectural patterns such as hardware-software co-design and hybrid edge-cloud approaches are essential for
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optimizing performance and resource utilization. Rigorous testing, validation, and verification processes—tailored
to the probabilistic nature of Al and the constraints of embedded systems—are crucial for ensuring reliability and
safety. Furthermore, the development and adoption of comprehensive, integrated toolchains and frameworks are
critical for automating complex workflows, reducing time-to-market, and democratizing efficient Al deployment.
The current landscape suggests that while automated toolchains are powerful enablers, they also represent a
significant bottleneck due to fragmentation and complexity, highlighting a key area for future innovation.

Ultimately, the evolving landscape of Al deployment signifies a fundamental shift from traditional "software
development" to a broader "system engineering for AI" paradigm. This expanded role requires software engineers
to possess a deep understanding of hardware, data characteristics, and the intricate interplay between Al models and
their operational environments. It underscores the growing importance of cross-disciplinary skills and a
comprehensive, lifecycle-oriented view of Al products—from conception to continuous operation.

5.1. Open Challenges and Future Directions

Despite recent advances in Al deployment, several open challenges remain that require focused research and
practical innovation:

e  Robustness and Reliability: Ensuring Al systems perform consistently in diverse and dynamic operational
environments remains a critical hurdle. Unexpected edge cases, sensor noise, and environmental changes often
compromise model reliability, especially in safety-critical applications.

e  Explainability and Trust: The "black box" nature of deep learning models hinders adoption in domains
demanding high transparency, such as healthcare and autonomous systems. Lightweight explainable Al (XAI)
methods compatible with resource-constrained hardware are urgently needed.

e  Security and Privacy: Protecting Al models and user data from adversarial attacks and privacy breaches,
particularly on distributed edge devices, is still an evolving area. Novel lightweight cryptographic techniques and
secure on-device learning mechanisms represent promising directions.

e  Automated Lifecycle Management: Efficient, fully automated MLOps pipelines tailored for heterogeneous
edge environments are lacking. Developing self-adaptive, intelligent monitoring and update systems remains a
key frontier.

e  Continuous Learning on Edge: Enabling continuous model updates and adaptation without cloud
dependency remains an unsolved challenge, requiring innovative solutions in incremental and federated learning.

Addressing these challenges will not only strengthen the robustness and scalability of Al deployments but also pave
the way for broader industrial adoption across critical sectors. Future research should focus on interdisciplinary
approaches that integrate advances in hardware, software engineering, and Al theory to overcome these persistent
barriers.

5.2. Future Directions:

Building upon the current advancements and addressing the identified challenges, future research and development
in optimizing Al deployment in software engineering should focus on several key areas:

e Advanced Hardware-Software Co-design: Further exploration into novel hardware architectures (e.g.,
neuromorphic chips, specialized Al accelerators) and co-design methodologies that enable even greater
energy efficiency and performance for Al inference on the extreme edge. This includes developing more
sophisticated compilers and runtime systems that can automatically optimize Al models for diverse
heterogeneous hardware.

e Explainable Al (XAI) for Resource-Constrained Environments: Research is needed to develop XAI
techniques that are lightweight enough to run on embedded systems, providing transparency and
interpretability for "black box" models without incurring significant computational overhead. This is crucial
for debugging, ensuring trustworthiness, and meeting regulatory requirements in safety-critical
applications.

e Standardization and Interoperability: Efforts to establish unified standards, tools, and benchmarks for
Edge Al and MLOps are essential to reduce heterogeneity, simplify integration, and accelerate widespread
adoption across industries. This includes developing common APIs, data formats, and deployment
protocols.

e Automated and Intelligent MLOps for the Edge: The development of more intelligent and self-
optimizing MLOps platforms specifically tailored for distributed edge deployments. This would involve
Al-driven automation for tasks such as data drift detection, automated retraining, resource allocation, and
proactive anomaly detection across vast networks of edge devices.

e Security and Privacy-Preserving Al on the Edge: Continued research into lightweight cryptographic
techniques, federated learning enhancements for highly constrained devices, and robust on-device security
mechanisms to protect Al models and sensitive data from adversarial attacks and privacy breaches.
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e Continuous Learning and Adaptation at the Edge: Exploring novel approaches for on-device
continuous learning and model adaptation with minimal resource consumption, enabling Al models to
evolve and improve without constant reliance on cloud retraining or large datasets. This includes techniques
for incremental learning and efficient knowledge transfer.

By focusing on these areas, the field can bridge the remaining gaps between theoretical Al capabilities and their
practical, scalable, and reliable deployment in the vast array of software systems that power our increasingly
intelligent world.
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